




ANDROID × NETWORKING × IOT 01

How Android Phones
Actually Connect to the 
Internet
From Wi-Fi Packets to Your First Android IoT Project

Dhruv Singh  •  Lucknow

ANDROID

Wi-Fi
ROUTER

CLOUD
SERVER

Android Lucknow



THE QUESTION 02

When you tap YouTube… what actually happens?
One tap. A surprisingly busy trip.

YOU
TAP

APP LOADING…

Wi-Fi Router DNS Internet Server
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THE JOURNEY 03

A single request crosses a chain of identities and decisions
Follow it left to right—then watch the response come home.

APP WI-FI ROUTER DHCP / IP GATEWAY DNS INTERNET SERVER

RESPONSE
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NETWORK BASICS 04

Before the internet, your phone needs an identity
Three things make a network interface usable.

PHONE

MAC ADDRESS
Hardware identity

IP ADDRESS
Network location

WI-FI INTERFACE
Radio + driver

ROUTER
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WI-FI JOIN 05

“Connect” is a short conversation, not a switch
Seven messages turn radio visibility into reachability.

1

Discover

2

Authenticate

3

DHCP 
request

4

IP assigned

5

Gateway

6

DNS

7

Reachable
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DHCP 06

Who gives your phone an IP?
DHCP is the local-network welcome desk.

PHONE

ROUTER
DHCP SERVER

DISCOVER

OFFER

REQUEST

ACK

192.168.1.24
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IP ADDRESS 07

Your phone needs an address
IP is the logical address used to send traffic across a network.

192.168.1.24 GATEWAY
192.168.1.1

OTHER DEVICE
192.168.1.42

Same subnet: local delivery can stay local.
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DEFAULT GATEWAY 08

Where does the packet go next?
Your router is the exit door from the local network.

ANDROID

DEFAULT
GATEWAY

INTERNET

Local network

Outside your subnet
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DNS 09

Humans remember names. Networks use IP addresses.
DNS translates intent into a routeable destination.

google.com DNS
LOOKUP 142.250.x.x

Name Resolver IP address
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PACKETS 10

Your message doesn’t travel as one giant block
Data is segmented into packets, routed, then reassembled.

APP
DATA

PKT 01

PKT 02

PKT 03

INTERNET SERVER
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PING 11

How do we know the network is alive?
Ping sends an ICMP echo request and measures the reply.

CLIENT HOST

ECHO REQUEST

ECHO REPLY

28 ms
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LATENCY 12

Fast internet ≠ low latency
Latency is the time a request waits to make the round trip.

LOW LATENCY

PHONE SERVER

28 ms

HIGH LATENCY

PHONE SERVER

350 ms

Apps • games • video calls • IoT
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LIVE DEMO 13

Let’s see it on a real Android phone
Observe the information your phone is already using.

LIVE
DEMO

01 Connect to Wi-Fi

02 Inspect IP address

03 Check gateway + DNS

04 Ping a reachable host

05 Run a speed test

06 Observe latency
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ANDROID CONNECTION 14

Every connected Android app is a networking application
The UI is only one side of the conversation.

APP APIs AUTH DATABASES

CLOUD IoT

Your app depends on requests, responses, retries, timeouts, and trust.
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THE TRANSITION 15

Okay… but what if the server was a device?
The network path can end inside the room.

ANDROID
WI-FI ESP32

LED / SENSOR / 
RELAY
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ANDROID + IOT 16

Your Android phone can control the physical world
IoT = software, networks, and hardware acting as one system.

ANDROID 
APP

WI-FI ESP32 GPIO
LED / 
RELAY

The same request / response thinking applies.
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FIRST PROJECT 17

Build this.
A first local-network project: an Android ON/OFF control.

LED
ON

HTTP 
REQUEST

WI-FI 
ROUTER

ESP32 GPIO
LED / 
RELAY

POST /device/led
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HTTP → GPIO 18

How Android talks to ESP32
A small request triggers a physical change.

Android app
POST /device/led

ESP32
reads command

GPIO
changes state

LED
turns ON

Keep implementation details small; make the flow memorable.
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API + JSON 19

Instead of speaking hardware language, we speak API
JSON gives both sides a structure they can agree on.

{
"device": "led",
"state": "on"

}

API

communication interface

JSON

structured data
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COMPLETE IOT FLOW 20

One architecture. Two directions.
Command goes out; device state comes back.

USER
ANDROID 

APP
HTTP / 

API
WI-FI ROUTER ESP32 GPIO

LED / 
RELAY

HTTP RESPONSE / DEVICE STATE
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LIVE IOT DEMO 21

Let’s control hardware from Android
Watch one tap travel from UI to GPIO and back.

1 Open app

2 Press ON

3 HTTP sent

4 ESP32 receives

5 GPIO changes

6 LED ON

7 Response

ON
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TROUBLESHOOTING 22

Debugging is networking
Trace the chain. Don’t guess at the last link.

App doesn’t connect

Check Wi-Fi

Check IP

Check gateway

Ping device

Check API

Check ESP32

Check GPIO
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REAL WORLD 23

From demo to real world
The same building blocks scale into meaningful systems.

Smart home Industrial IoT Smart agriculture Healthcare

Security systems Fleet tracking Smart buildings Remote monitoring
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BIG PICTURE 24

Android is the interface between humans and the connected 
world
Not just an app: a bridge across software, networks, and devices.

ANDROID

WI-FI

NETWORK

API

CLOUD / ESP32

REAL WORLD
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TAKEAWAYS 25

Keep the mental model
Three clusters. One connected system.

NETWORKING

IP  •  DHCP  •  Gateway
DNS  •  Packets  •  Ping  •  

Latency

ANDROID

Apps  •  APIs  •  HTTP
Servers  •  State  •  Reliability

IoT

Wi-Fi  •  ESP32  •  JSON
GPIO  •  Sensors  •  Hardware
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