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Cloud vs.
On-Prem:
The Shift

In Focus

On-Premise
(Traditional Focus)

Network-centric security: Firewalls,

Intrulion Detection, Perimter
Defense

Cloud
(Modern Focus)

Stabase APl Gatevaye

Identity/Data-centric security:
IAM Roles, S3 Policies,

Data Encryption, API
Security
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The Cloud Security Doppelganger
Shared Responsibility Model



Cloud Security Challenges
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Our approach - a new operating model for cloud

“Horizontal” security from code to cloud

You are here
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docker_build sorcery-solutions/f.. 984186218765.dkr... 2 vulnerabilities
Code Repository C1/CD Job Container Repository Container Image related to this issue
<>, Code /> Build )% ) Store &) Cloud

One security platform - from code to cloud to runtime
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Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

One security platform - from code to cloud to runtime

Code Pipeline Cloud Runtime

e

Wiz scans code directly in the IDE and
pull requests, helping developers catch
risks where they work and trace issues
back to the root cause.
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Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

One security platform - from code to cloud to runtime

Code Pipeline Cloud Runtime

()

Wiz scans and maps your CI/CD pipeline,
blocking risky changes before they ever
reach production.
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Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

One security platform - from code to cloud to runtime

Code Pipeline Cloud Runtime
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Wiz gives you a complete picture
of your cloud: mapping architecture,

e

surfacing risks, and showing exposure,
assets, and ownership.
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Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

One security platform - from code to cloud to runtime

Code Pipeline Cloud Runtime
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Wiz detects and blocks active attacks in
runtime, giving you real-time protection
for your workloads and cloud resources.



The Cloud Operating Model

Breaks the siloes between your engineering and security teams
to achieve defense-in-depth and continuous security improvement

/( Assess cloud impact of code changes —)):(F Root cause analysis in code Democratization to

Business Units’ teams
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Comprehensive risk assessment
and attack path analysis 4 }

Proactive Security
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High-fidelity risk alerts J
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Preventive Security

Proactive

Build securely with Guardrails Reactive
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(Continuously improve security at the source )
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